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AENTZLIEIE9Hr: PROLE Score
s BRANEEFIGERZ22ITER

English Wake-up Words Scores Chinese Wake-up Words Scores
Developer Wake-up Words vl xv? UL} Developer Wake-up Words -V x-v  U-L
Amazon Alexa 425 453 6.05 Alibaba TianMaoJingLing 6.21 590 7.10
Amazon Amazon 418 453 5.5 Baidu XiaoDuXiaoDu 481 522 757
Amazon Computer 540 534 6.32 Huawei NiHaoXiaoE 490 5.18 7.08
Amazon Echo 247 276_ 490 || Huawei NiHaoYoYo 442 491_ 6.12 _
Apple Hey Siri 1462 489 6.55 || Huawei XiaoEXiaoE 1 4.67 500 7.56 |
Google Hey Google |77~ 404~ 5751 1D DingDongDingDong | 5.64 539 7.46 |
Google Ok Google 511 530 5.82 ID Hey XiaoJingYu | 5.66 581 7.34 1
Huawei Hey Celia 456 456 6.44 Lenovo NiHaoLianXiang | 5.70° 5.797 6.65~
Microsoft Hey Cortana 561 540 645 MeiZu NiHaoMeiZu 5.11 533 6.64
Multiverse Extreme 487 5.00 6.27 Microsoft NiHaoXiaoNa 486 5.09 6.75
MyCroft Hey Mycroft 547 551 6.21 Mobvoi NiHaoWenWen 542 535 652
Nuance Hello Dragon 5776 582 6.07 OPPO XiaoBuXiaoBu 4.63 5.07 698
OPPO Hey Breeno 4770 488 5.99 OPPO XiaoOuXiaoOu 4.00 445 694
Samsung Hey Bixby 5.10 524 6.09 Tencent XiaoWeiX1aoWei 473 513 7.02
SoundHound OK Hound 487 4.83 587 || XiaoMi XiaoAiTongXue [ 5.81 5.94 7237
I Abbreviation for i-vector model. 2 Abbreviation for x-vector model. 3 Abbreviation for U-LEVEL

model.
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Skill: Rat game =2 rap game

Kumar D, Paccagnella R, Murley P, et al. Skill squatting attacks on Amazon Alexa, USENIX Security’18
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"
ASR/ASV Oversensing Problem

m Sensor oversensing = Data overfeeding = Feature overextraction
—> Model overlearning

m Problem: privacy leakage, performance and efficiency degradation
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ASR/ASV Oversensing Problem
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BACKUP SLIDES
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S
Bl iR : E80R5REBEGMM-UBM
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S
Bl iR : E80R5REBEGMM-UBM
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EilxNR: F80EaEEI-Vector

m IEAKERETF (Identity-Vector, I-Vector) AT HRRGMM-UBMA{SIETH
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EilxNR: F80EaEEI-Vector
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