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r

PER

FEE D BT
KEZSRIEIER
an: MTU

~

\§

EJES

E BRI BRI EER
IEmERIER AT
gn: TCP/IPEIL

J

.

E4H

SRR E T
SUREMNHER
an: ALREHE

r

.
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FEHISLUR Z )R
EEDI
40: TCP/UDP

BEANTOEE: HIAe. IRSFREREZEIRE
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[Bl[Ei: HTTPHMY

Hypertext Transfer Protocol (HTTP)

T: request

AP | Network[

M 7 response

(Browser) (lnf-ernet) (Web Server)

https://www.linkedin.com/pulse/how-does-http-protocol-work-pandurang-patil/



8.1.2 iEHHNERTRS
. BEEE

O KimR B HNESTRRE
O T NE KIS
n RS
0 RERIEZR
O IREFINFERIE
n S, [RERNSENSE
O Smas. BEasl, 1EEiiscE
O REERSEaEmER: Tilldzsdl. Eee
0 TEEA. TAUEBES]

B

HRAIEHEIEERT
FoLRIE(S Y

HERMAER
ZEHBERETNY
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8.1.3 PIHAMIfHIBIS 1N
n YIEERRESTAY, R A AR H S Y

n EEIEEREIR ERITTLIB(S TN
O HPEXMN TSI IZB(SiMY . RFID, NFC
O BRI TCEe MEIE(SNY ;. Bluetooth(BLE/BT). Zigbee, Z-Wave
O HPEX TS B MY . Wi-Fi
O YPEARI T2t . 2G/3G/4G/5G, NB-IoT, LoRa

O E[ﬁj,ﬁlalgﬂggéim;ﬁvun{gmtﬂiy
O MQTT
O CoAP
O XMPP
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HRIENEE ERIT B[S Y

n PHEHEIRE . S 2VEEMSTESERE
s BT RRIIEENTZBEMMH TR

A RFID A Bluetooth A WiFi A 2G\3GUAG\5G
NFC Zigbee NB-IoT
7Z-Wave LoRA
(-

— |

_—

b

TR Ttk ot Foskr 1E

Utiz

— WPAN WLAN WWAN
Proximity _ _ _ _
Wireless Personal Wireless Local Wireless Wide
Area Network Area Network Area Network

up to 10m

L SRR L P

|
|

|

|

|

|

|

|

|

|

|

|

|

|

up to 100m i
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|

up to 1km

’i up to 100km
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s ERYEXNEEHNENEIEE SIEEBEXR

10 Gbps

100 Mbps

1 Mbps

100 Kkbps

1 kbps

_______________________________ > S
____________________________ . 4G bson s
Bluetooth 2G/3G
NFC
[ Zigbee _________________________ N_B_I?T :
Z-Wave LoRa
—————— RFID -
B
>
1 m 10 m 100 m 1 km 10 km

BB SN AIEERESE R EE X RE

12



" S
HFRYIEHEIR ERITTZBE Y

s 1. B MAREFITHY (WPAN)

O Bluetooth, Zigbee, Z-Wave

O Bluetooth4.0f53ZF5 77 REIMS MEFEI2324

O Bluetooth5 . OfFER A{EHIIEER]IA300m

D=L ] Bluetooth/BLE

TiEsiz= 2.4GHz 2. 4GHz/915MHz/868MHz  908.42MHz/868.42MHz
1Mbps(1.21%)/24Mbps(44%)/

= R 250k

R AfEIE 48MbpsG) bps 40kps

mAERIEE 300m 10m-75m 30m-100m

INiE (B AI{EH#K) 15mA(BLE)/30mA(BR) 40mA 23mA
DEE M/ ERIAH/ SR/ RRRIEFN

fR¥MES IR
RIIRIEH (BLE) PRI RIS

BRAZITTRE 232 65536 232




HREER R T ZE S HHY

n 2. BB REENY (WLAN)
O WiFi: TIRERENY, mERITRAWIiFi6
O {E4NEE: 2.4GHzFNSGHzRRNMRER LIS AT #RBRIAZ!]9.6Gbps

0 fERIEEE: BXK5
0 IO

, EieRAEmIEE AL R

& MU-MIMO#zAMulti-User Multiple-Input Multiple-Output: {E[3]
— P EFMMMERE LR AZS AP ERETE, XiES 7
IEM AR ARREE

¢ OFDMA#zAROrthogonal Frequency Division Multiple Access: 15
PUE DS T IERFEK, &m S IsHBERNARSE

¢ ARget Wake Time BFRIGEERTEFIA: —FAFHEERIVE,
ERTFLXIRTSEAR (AP) WHEABTHENEIFEEICIAKR

{RIETIREE L OHATEL

RGP Wi-Fi 6HITDFE

14



HREER R T ZE S HHY

n 3. PIERRIFT LT IMEEMY (WLAN) |, flasG, B
S
o {EIREEET
(Enhanced Mobile Broadband, eMBB)
o BEH=EE
(Massive machine type communications, mMTC)
¢ [REESTE
(Ultra-reliable and low latency communications, uRLLC)
s YIBXRIYIIBEHHNEIASS: LPWAN(RIIFETCE 150
o {XFRHHY: NB-IoT, LoRaZ%
¢ ERTIHEERSMESIERERASHIN Bin=
¢ ERTRIRKEAHENERD, B —EEEENNAGS
¢ TEURmLERILITEIRE T

15



» I
PIEENZER: 5G
n 5G: FRABIBERA, Er—IRhEEEA

0 sGEAEWER. (Kith. BEEEFHR, ERERNEE.
PBE. BAR. BinES,

r \ 5GEZHI (CkJE: NRG-5)
eM_B B—|—|+-—H itiapr | EREZHERS ERERRS DDREESS
(R NTHE) ciied) ettt L
EEEEE NI T s A - i
L 4

[ MFERNRGEIRSS: —AE, B, HEEEEHERE

( uRLLC )
(FBET SRR 1) AR
[ mweE [ =98 )
( mMTC | ase

(BE=mKERE)
EEEEEED

\ J
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" A
YIIREINZERI: Bluetooth (BT/BLE)

n EXRIFR
0 AFEESEASIESBIRAR | o |

;E, 1%%2-4 GHz ISM#)ﬁEﬁ%i&?ﬁ’ E:'.'.:'.:'_'.:'.'.'_'.:'.'.:'.'.'_'.:'.'.:'.'.:'.:'.::'.::'.:'.::'.::;"I rroes sne e
BE, BN, {MEAFHS
O IS BIERR AR ZElEF T o | - vos
(BT) FHEWAEIET (BLE) (e
N IEE:WJ‘-IX{EI/I\)ZEK;K HCI E".'.'_'.'.'.'.'.'.'.'.'.::::iff‘.:::::::::::::'.'.'2? =
= | . a
[ | EEE)%  Controller
. BB LER A L2cAP | e
» MNAEE
BLEZRF4E]

17
F3&iE: https://ww2.mathworks.cn/help/comm/ug/bluetooth-protocol-stack.html.



o
YIIREiNZERI: Bluetooth (BT/BLE)
s BLESZHIEFBTRIEERXS!

O ERRBIN . BLEESNAARXNRIGERREZRcBERIT L%
(EMRAILEKGER) | S5 F—REEBRE, ERETER
RIS

0 EEFEEE: BLESK—/XEZREMIREEIRS. EViEg. AX

SUE. INEMESHER)RAFE3ms; (EHRESF A ERANERRE
HIREHREY
O HiEE5SNAEGS: BLENAIREKERE, ZNATERNEERE

KB

B, (BREWMERRETR, BEAOMEE. iR, Ok

. MEHS; CRETFEROMBORENK, THTHER
COERAROEH, ANES. SRS

O 8eFE:

BLEEI"JEE'ijCIVE%ﬁjﬂlSmA, BT/330mA,

18
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PIIBENYEG: NB-IoT

= &N
O NB-IoT (Narrow Band Internet of Things) .

PR E— T E

TS MZSHUERIORES M (LPWAN) IR, L1 I TS5 AM
TRYPERNIR B HURAIRIT, [ 2N AT ERREIREEER

KIEE., (RAAFIKEIEEGINTS
O {EHIEEE: 160~250kbps

0 0% IER TIFRT&RARIR/920-50mA, {BRESEKEIRTFY

TFEERRA3~50pA,
O NAGS: HERE, FHekR. SRERSFRmn

&

Bilions of connections
100k per Cell

NB-loT4Fra

20 dB better link budget Integrates into cellular system Low power operation
Deep penetration Easy deployment 10+ year battery life
indoors & underground

F3EJ&: https://www.grandmetric.com/2018/02/16/narrowband-internet-of-things-nb-iot-an-overview/

19


https://www.grandmetric.com/2018/02/16/

" J
NB-loT
n KERA

0O eDRX: Extended Discontinuous Reception, IESEEVANELEHFIN, &
Im/oee AN BRI T EE, RMERIEHNERIAS, REEERIRT
(RHEIGEE, eDRXZEEDRXEM FiH—S1EINiEHREHA

O PSM: Power Saving Mode, BRI, JRimFNTHIASHT,
BETF X" . BRARRIAEMENSEF, BENKELTE
RIXECREE ﬂ?ﬂl—lé’glﬁ'ﬁ

Tracking area

Update cycle
e I
PSM Terminal reachable eDRX

eDRX5PSMIZATEE

S #k: Chen, Min & Miao, Yiming & Hao, Yixue & Hwang, Kai. (2017). Narrow Band Internet of Things.

20
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HFRYIEHEIR ERITTZBE Y
» EEBEHIE IR

e (R (&g B=cH

RFID ZINER 100Bps - 1kbps+ 10cm - 2m

NFC 13.56MHz 106kbps - 848kbps 0 - 20cm

Zigbee 2.4GHz, subGHz 250kbps 10m - 75m

Z-Wave subGHz 40kbps 30m - 100m
Bluetooth/BLE 2.4GHz 1-3Mbps 10m - 300m

WiFi 2.4GHz, 5GHz 54Mbps-9.6Gbps B |55
2G/3G PEEIMER 10Mbps 2km - 10km =
4G IEEIMER 100Mbps Tkm - 3km =
5G PEESIMER 10Gbps BXEE =
LoRa subGHz 50kbps 15km &
NB-loT PEEIMER 200kbps 2km - 20km 1%
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HRMAERNESEWERIERE Y

n (EHRERXRIRN AR
0 HTTP (HyperText Transfer Protocol, I ANMEHEITMY)
0O FTP (File Transfer Protocol, S{&{&E&mY)
0 AEMR:
¢ MY AERTHRIEZIRRS
& NEERTMEAR

¥

AR : ESCEERES




E R R R S S S Y

s PIEXROFRENUESHRITN : MQTTEHEISIENE I (Message

Queuing Telemetry Transport)

[ HTTP ] [ MQTT ]
0 RSN 0 SEY
O 153K/ MR, O 1] 8/ & iR,
O BAMERS 0 SR
0 RS SR A 0 RN EERL
0 FMERT o] =S AT 0 ERTFYEAR S ES R
0 MEATEEZIRMLE LB (SRS

0 EFHTERAIERIES 0 IRHAT SRS (QoS)

23



R AEMNYES: MQTTIHY

E X : BEFIEN{EHMQTT(Message Queuing Telemetry Transport):
—FETAEH/ATFIRINIREERERIMNY, RESHSEIEE AT,

= (K. (Ko, BIENER. MQTT{EHIEERTCPIR 4]
ENRER, REEGFTRER.

iHBCEBroker: MQTTiRSESE, FILIBR— M NARERES—EIRE, U
TEREGRBIIREZE,

FfiTopic: EZEZE— M NAERBRNGS, ZintSIRGS230] 1R
fBtEL, IRBEESBIEEARIEAVT R ERENE N E i,

M FESCAA: EBRNZE{aJRY FoEE RlRR,

) /U

O %%
erges 7] | ——= _
‘T"*\‘ (= - AT IS
== oo |

St EREE
e — e w2l Y
MQT TR E S




» I
R RABINYZERFI: CoAPHIHY

m CoAP
0 CoAP (Constrained Application Protocol, ZFRHEIBIN AIMY) £
—METHRZEZIRIZEHEENY.
O XA “iBEk-Mh" =8, ATLAERAHTTPHMYAYEARAE, X
FFget. postZFIIEE,
0 X%B: HTTPRFETCP, COAP{EFEUDP,

n {HG=: "
O X[EEE Request/Responses 15K /[E] &
O B8, kI
O {EEERUPDIMY

Messages JH 2.
UDP

25



"
MQTTFICoAPYSEL

MQTTHMY(EREZBATIAEEL, CoAPHMY{ERER/MIMNIREY;
MQTTEREFTTCPRIKIER, CoAPHMNZEETUDPTLIER,;
MQTTIEZHEMCIREEERRIS IS, CoAPHMNZEServerfl]

ClientZ |BEli B BYZ1BAYEEITERIMY ;

SHE MQTT CoAP

(EREY TCP UDP

BERE /& 15K/ KL
BEMIRIEN ——. —XE. Sx— —¥d—

BEFE MQTT CoAP
BEEL k) ANFTS ANFTS

CIE AL 3#1QoSELR AThHREEY
AR =7 SL5RERE
=zl REN, BIfEFITLS / SSL DTLSH]IPsec
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8.2 YA E BT E XIS

m 8.2.1 §EA

n 8.2.2 YIEAMIEERRN 533

n 8.2.3 ERRIETIIVIER R

SHELG T
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5|\ : Miraili{sh

§ Mirai’ HIEH "Rk BIERE. ERERNREMB LRYEFEREFIR
, BIENMIZS S = IR AR FEES EH AR =,

§1¢F 20165F 101, ili%ﬂz%%ﬂ‘ﬁﬂlﬁgﬁDYNﬁﬁ%E'—%Hﬂﬂ
FHIDDoSI T, FiSRIRIZREA IR EFEEAR

n WERR: FEEZEENLTAIERTIF, @}EGltHub Twitter,
Reddit, NetflixfJAirbnbZs,

ﬁﬁ

[ |
diiml
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Source:
Carna Botnet Census of 2012
http://census2012.sourceforge.net/paper.html




How Did Mirai Work?

DDoS Attacks of October 21, 2016
@ Bots @ Loaders

STEP 0 o C2 Server o Attacker
DDoS service sold to users who STEP 1
send attacks via C2 API o Scanning Victims O Malware Distribution
Attacker maintained a long lived o
connection to the report server via TOR 0 DDo5 Victims 0 Service Users
0 Report Server
\ STEP 3
Susceptible victim IPs

o o are sent to loaders
STEP 6

Bots communicate with STEP 2 STEP 4
a C2 server who's Successful scan results Loaders log in to victim devices and
IP changes over time sent to reportserver instruct them to download Mirai malware

/
W °° STEP 5 O

. o o Victims download and run Mirai

malware to become bots

0=—00
DDoS Victim Bots perform DDoS attacks Qo Why those Victims can

and Telnet default credential scans

STEP 7 be turned into bots?

B

:
:

Reference: Mirai Botnet - William Favre Slater, 111



How Did Mirai Work?

DDoS Attacks of October 21, 2016

DDoS Attack from hacked loT Device

Attack vector ! Attack
e g
Compromised [ 8{—) I
Control Server | I
. [ "
Ma""r;ftg;m'ddie : | Insecure communication ‘ 1
i Launch DDo$S
1 attack
i 1
Corrupt firmware Send data to
it hacked update : Vulnerable firmware :nn:tﬂg;i;e;
11
Hack through . ae
default pa 55|-Eurd 1 Poor authentication : Infect other loT
== | _ [ i devices
o ;H,:?Jﬂe - : Compromised 0S & tools | | |
1
Hack device through | || o T
JTAG & open ports | | Insecure chipsets :
: loT device I
L & B &N B B &8 B &8 B B &8 B | l

Reference: Mirai Botnet - William Favre Slater, 111

Infected loT

Devices:

1) Launch DDoS
Attacks

2) Report data
to C2 Servers

3) Infect other
loT Devices




'._
Mirai Botnet3E;}R

% of Mirai botnet IPs

o Vietnam 12.8%
) Brazil 11.8%
e | United States 10.9%
L]
China 8.8%
o Mexico 8.4%
® South Korea 6.2%
. Taiwan 4.9%
Russia 4.0%
Romania 2.3%
Colombia 1.5%
Figure 2: Geo-locations of all Mirai-infected devices uncovered so far
32

Source:https://www.incapsula.com/blog/malware-analysis-mirai-ddos-botnet.html
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o
PIEXMIBER S
s WEFER
O #EWE
BIFFIENEENNZREE
A MIEERIEUEERES, | %E&Wﬁﬁﬁﬁ&ﬁﬂgm&'ﬁ
n 21 BIFRIRIR. MEEREERELIU

0 EZNE

» WEEENES. 26 BESEUES, #MALIESIEIESER. 7
. MBRLANERS

» TERIMERISIERI=EZEFTRE
o 201 BREPEALGE, HORE. EndiE. (D)DoSKEE
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YIEARIB(ERE

s ITERIU
O At

o RYPEXRGBFRABER, B "WEBAR" AECRIGE

» REEARESXNEMEHRIRINLIEINR, EErJsEXFEERER
HIARSSEREANIRINER, aEpIRS=s, UEERSERS

s REFRAMNERT, tBrlLARFENBRTIEREERE. Haueg, &
O It
s BN TPERRMEELSEE 2 /N T G

» WA B ARSI SRR A RIA R EYIER M 2 1M 25 0 B L]
1AIERIEY
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F e
YIEAMEEZR 2

n IERER

O {RERBINEG
s BAWEENMERERIETBIRABFINE, SKaIFIABIRES.
SSRGHE— I
s 80, WEEFERIROFEEAIMHIZSHEN RO, w2
f&, WEEEERAFIASREIE
O iBRBIE
s RENBPNEE T EIEIBIANE, FEMmiEkIEAME R EEIREF
SEAEEAIN. iR, BRELEEID
s 80, EMiraifmSEENIIEMIZZ{ENEEIXEESHRINIE
O PHEERILEBIIN T
n B RRERFSEEFER AR RTAFERANNTE, flanEfiRS NS
n FZA: MiraiZa) 7EXIFI0K. FIELETY., EEAIDoS
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YIEAMEEZR 2
. WERE

O {5RiltiE
» WESHBEEIENNE, BESEAFZUEEENRREEME,
BIERENNRIRKE. MEEREE
O IBRIRH

» WHEADIRIRIERFN—RAFHIMREEEERNVR, BFER
RIETAR DR, BENIES

O ?E*@ﬂﬁ:b

S NIYIER R A P EERIRS BE AX DTN, BISZIER BRI EEHY
E{SEEER

O hEsix

" B NEER IS, BRSNS IRAYE R, MESIE
& LRrERERIEdE, BRRRSGER, SFEENNE. ERES
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PEAMIBE R 2 —IRRIE

IR (Sniffing attack): K ESBEN TSN, 1

RS P RNAIR OAT A, ISR E—Ff
WIS, WS BRI T RAIRER, (RRSITH

ISR R B EE

BERIREIR: FeaZMaoth TR LSBT IR,

BIREARRET:

*  Wireshark: MEIMYDHTN, FB
TR TR E.
« Tepdump: #<SITLE, BEIEH &

SRR TRIE T S RIATRE &
« Ettercap: 335 H[EIAGHIMZS
SHTE, BBHTIRE. 26 .

SFNEEIRE, I Mt 12




S
PEAEER 2 —IRBRIE

n 2l GSMAB{SIRIR(GSM Sniffing) R —THIRIRFEIH(EE
HI73A
= JREE
GSMIMX &L Eifwila: BASEH)
BuhEkime . RIFESEEAT
RN FARES RS mUZETISE PR
[EUiE, KEFNEPIRNME. RERIESERS

0l
G

AERLE "RiR




PEAMIEERZE—HREIAIEG

s FA[E] AKEE(Man-in-the-middle attack): INTHE SEITHIMim
oRIEIEIRTZRIERR, FFRmERIRNEEE, @M im
N TIEE BT — MARRER S S BERTE, B5LE

\n

B RIEEI A TR

m [A]ffl: Diffee-Helman}/M¥X RYE
 iE WEEESG 'R NBHNRELEE—NEA8ED
REMACHEUE, AEERMNEEEHRZESIB0EE

HIB] AT T

L]

W 5 5 2 E— 3

+——__" ,
B AL 4 A
EE EEL—’EE: B IF E
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PEAMEERZE—REAKE
. %0l BHEEHEBEINGE .0 w

BHBENEZEELZEP XK. ME ] —
/. EARE. eSS =

|
. R Y8 4

R PR B TR R A R w3
PR RS (i 22 R B SRR
SEORIRE, BEREARRN = N —
FRASETESKTHORNE % T -@:
| E% — A il
setomsmne
A1) Rtz hiaeiRohak
e Ay by e A
B A9 El AT B
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PEAMBER 2 —SDREIE

n BRJEREBrute-force attack): INEE RGP HEHESFTE R 8eIMK
FRIZRE, =AFMEASERRERER, BEAFRIKS.
BIEER

m Z5{5

SSHEZVANAEEM ENTEY, BATEERSIEINE
BMEIRFREZ AN

SSH (Secure Shell) EMEE . EBLinuxESRtEL SKFFER
—MIZEITH, ESEEMTEDREXITelnet, Ftp, SmipFIRFZHY
Z AT

HMEZEFEIEMRIE | AR IR ST
SURERTRENSE e TEHIEE

FIIREREREE
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" S
EAREER 2 —IRIRINE

n HUIRINER (Spoofing attack): HAPWEENEKAS ,£7&1Z|K LAHR

RBEGRARAR, RETUREEFRRREOMEEET,

HENNRE. EREMNREEZEEYEE.

m 5

EAH RN IRR

TR RERICRIECTH

RFG=818F, EEXBEFPIRHNSMEIEEKIRE, AGEHER
e = Fim

JREL
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" S
PEANBERZE—EMIE

o EHQI&E(Replay attack): IWEE KXBRNREEEEOIRIEL
EE/ES, RAFMRARNERN, FERTEMABIRE,
A UERYIE R
m 3fl: RFIDENINGEHPIEEFIAUSRP, HackRFETHIE
7, EZEEG FRISEIRER, REETEXLEEESA
=H+* #"Eaﬁ&lﬂzu, zchEﬂiJ,AEI’J%{ \“_AEEE%HTZ&J?&%%
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" S
YIEAIB(ERZ e —IEEIRSINE

n IEARSSINGG (Denial-of-service attack): 1813 [0 HiRZ kIR
&55': FARERNEK, BFEEREENRERE (WNEHD.
fiEReN]. NFF) | BEERPTARIXERR, HHEk
FoPREAt h rEE = Iﬂ ERIRSSREIR B E N E AR %/H/ tEL
FHARI AP (E RS

n 3% B—KRRIEBIRSIG (BB—DoS) MoHmINEHRIR
S (DDoS)
n INERE
l)lbi*%ﬁa:”lﬂjlfl ICMP ; 17 IZIQEE UDP ; 17 IZIQEE

NI FIRNRIRIZZIERR, HIaISYNILZ T AIX
jC?E%HSTCP SYNIBRBEARTHEFIE, SHBRKRSHRIIR
IRAER
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" S
PIEAMIEERZ 2 —R HhzVIEBIRSIE

s DHNIBESEIRSS (DDoS) INTE: BEIERFAEZNZEITEL
BiReE (BERA "EBFPNE" ) AsiE®iREZN T
n %551

YIERPIIRIATEK (MadloT) INE: IEE v LUBIEEESIYIER
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Protocol #  Published + Status =

SSL1.0 | Unpublished Unpublished
SSL 2.0 1995 Deprecated in 2011 (RFC 6176)
S SL SSL 3.0 1996 Deprecated in 2015 (RFC 7568 )
TLS 1.0 1999 Deprecation planned in 20200171
TLS 1.1 2006 Deprecation planned in 20200111
TLS 1.2 2008
e B\ TLS 1.3 2018
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